Information Technology Manager’s Report to the Board of Directors
November 19, 2025

PROJECT UPDATES

Mosyle Mobile Device Management (MDM) Software Implementation Completed

The purchase of Mosyle MDM software has been completed and implemented across all of
RMCSD. This paves the way for the roll-out of all new iPhones to the District. For the first
time, the district will have phones that it can directly manage, bringing it into current
information technology and mobile device communications compliance standards.

New iPhone Roll-out
New iPhones are rolling out now to most RMCSD staff. Anticipated completion is by the
end of the current month.

New Desktop and Laptop Rollouts

The rollout of new laptop and desktop computers continues. These new systems are built
to the new RMCSD standard and will run Windows 11, guaranteeing security and
compatibility for our environment well into the future. This projectis in progress and on
target to be completed by year end.

Great Plains Project

We are currently working with consultants to evaluate moving our Great Plains system to
the cloud. This will stabilize our environment and bring us up to current versions of both the
server operating system and GP applications software, as well as provide a secure backup
solution to support disaster recovery. This will ensure the security of the system and the
integrity of our data as we transition to a new accounting system.

Surveillance Systems Upgrades and New Water Tank Cameras

The surveillance system servers in use at RMCSD are aging out of service and must be
replaced. These systems are incapable of running Windows 11, which must be in place by
year end. Additionally, new cameras are being added at the water tank location to monitor
for any potential access or breach. Please see the attached memorandum.

Replacement of Inter-Building Network Communication HardwareWe are working with
the vendor to determine hardware to replace our aging NanoBeam and AirFiber systems
that provide network connectivity between the Administration and WWTP buildings.



Improvement of Communication for Web Messaging, CodeRED and PIPELINE
We are in the process of updating our form-based communications from the website and
are updating our CodeRED and Pipeline subscription channels.

Task Priority Finish Date

IN PROGRESS:

The Audit / Great Plains support High Ongoing
Replace all workstation hardware. Update everything to | High Year End 2025
Windows 11

Update all mobile phones to iPhones High December, 2025
Hardware and software support for all RMCSD staff High Ongoing
Purchase new surveillance hardware and update High ASAP

systems

Replacement of NanoBeam and AirFiber systems High Quarter 1, 2026
PCI Compliancy Audit for credit card processing High Quarter 2, 2026
Ensure compliance with GSRMA computer standards High Quarter 2, 2026
Disaster Recovery Plan creation High TBD

Business Continuity Plan creation High TBD
Cybersecurity Incident Response Plan creation High TBD
Documentation of the RMCSD computing environment. | High TBD

Network, application and database mapping

Update the IT asset inventory database High TBD
Development of cybersecurity training for staff Medium TBD
Crossword Puzzle creation Medium TBD

Update of the web site to meet new ADA and DOJ Medium TBD
requirements

Improvement of Communication for Web Messaging, Medium TBD

CodeRED and Pipeline

Evaluate moving the RMCSD computing environment to | Low TBD

the Microsoft Azure cloud. Implement if desired

Update the on-premises virtualization server Low TBD
COMPLETED:

Implement Mosyle MDM for iPhone Management High Completed

11/13/2025



SCADA Implementation

Credit Card Kiosk Installation

NEW:

Implementation of ACH email processing for Great
Plains

High

High

High

Completed
11/7/2025

Completed
10/20/25

ETA: Week of
11/17/2025



MEMORANDUM

Date: November 17, 2025

To: RMCSD Board of Directors

From: Andrew Lee, IT Manager

Subject: Acquisition of new hardware to protect the water tank location and

update existing systems

RECOMMENDED ACTION
Acquire new hardware to monitor for unwanted access/entry at the water tank location.

Acquire new hardware and software to replace aging systems that are at end-of-life and are
unable to be upgraded to run Windows 11.

BACKGROUND

New camera hardware is required to adequately surveil the water tank location. A quote is
attached below for this in the amount of $5.627.68. For adding this new equipment for
expansion, we can use the Capital Improvement Reserve — Water Fund.

Some of the surveillance hardware in use at RMCSD is at end-of-life and is incapable of
running Windows 11. Windows 10 reaches its end-of-life at the end of this year, requiring us
to update our systems. We would like to proceed with updating our Network Video
Recorder (NVR) hardware. A quote from Watchdogs Surveillance for updating all of our NVR
systems is included below. The total cost of this update projectis $16,506.28. For
upgrading this equipment, we can use the Capital Replacement Reserve at 50/50 percent
to the water and sewage funds.

We ask that the Board please approve this request. The total cost of this projectis
$22,133.96.



Watchdogs Surveillance :
: Estimate
1544 Manasco Cir. D = 7
Folsom, CA 95630 ate imate
WﬁTBH Lic. #890079 10/82025 15100803
nluil 916-296-6523
— WatchdogaSurveillance . com
ore zZlink
Customer WhyCCTV.com

Rancho Muneta Community Services
P.0. Box 1050
Rancho Murieta , CA 85883

Please note that the State of Califomnia requires a State
Contractors License o nstall sarnveillance equipment.
Licensed contractors always carmy liability msurance.

g
g

—

Rate Total

Estimate for survellance sysiems at Water Tank
Enclosure, 3/ {Fain proaf) wiih forced air venilaton

NVR (Metwork Video Recorder) - GeoVision - Rugged Fanless

04 WPMO1-15A Modlie NVR

Hard Drive, Infemal, 2TB, 2.5

Maritor, LCD Dispiay - small

eWaste Recydling Fee for Monior {157 1o 357)

PoEs Swtich, S-Port Hamenad Industrial, -30 - 70 °C
Camera, IP, Vandal Proof Dome, Super Low Light 4.0 Megapixel

130" View Camers, IP, SMP H.265 Super Low Lux WDR Pro IR Gaovision
Mount, Wall for Vandal Dome

Miscallansous Hardware, Connectos, ebe.

Laber - Install and Configure all Equipment

s

R L N e e
COOEEE DD DB

IF Waichnogs Survelllance s to supply Intemat and monitaring:

1|ea |Static P for remole access - One Gme fea
Monihly Cost §185Month - 1-Year Minimum Incudes the following:

- 24/7/365 Moniioang of system for “up tme"
{*ou will be ratified If ihe system does not reconnect to monitorng within 24hr)

- Moninly check of all camera views and connectivity {In case autnmated siert failed)
- Naaniniy check of NV system, Ingin and se2 If updates are nesded eic.

- Unilmited remote SUpport for fully Tunchoning system

- Doownicading of fotage NOT reviewing

{Exact event Bmes to De supplled after reviewing by cusiomer)

- This data pian ks not intended for condnUUS siraaming.
- Speeds may be reduced after 25GH of usage par Mo
- Pricing Is expected i remain consistent; however, Watchdogs Survellance
cannot guaranies e same plans If the callular provider modines Its omamngs.

350.00 350007
950100 1.950.00T

125.00 250.007
85.00 B5.00T
4.00 4.00
235.00 235007
230.00 460.00T
310.00 310.00T
42.00 126.00T
75.00 TH.00T

30000 | 1,300.00

5,145.00

185.00 185.00

Ploass Raad: This setimat ascemen that no additional requiremants other than what 15 mequined by the Califomia State Licenss Board are required. I additional
mambarships, cartifications or msulting inseramce is needed, it i t0 be paid for by the mequesting party. Payment Terms: Mot 30 days. Amy late payvment andfor hald
paymant dng o mdisclosed requitement is subject to an interest charge of P par month. Syiten fimcticnality may expire or ba disabled due to noz-payment.

All Matwerking confSgerations to be dens in-homse and varifisd by custeosers [T departmant or Comaltamt.
Wﬂg&mﬂtﬂunmﬂmﬂn“hﬂ&ﬁt-} Nutworiing configeration.

Subtotal

$3,330.00

Amy requind parmits respoasibility of cumar.
Estimate valid for 30 days. All prices are subject 1o change without netica.

Sales Tax (7.75%)  $297.68

Accepted By: Accepted Date:

Total

55,6827 68




Watchdogs Surveillance Estimate
1544 Manasco Cir. 5 Eoh =
b Folsom, CA 95630 e mate

WATBH nn"ss Lic. #890079 1082025 15100804

016-296-6323
— WatchdogsSurveillance.com
ore z link
Customer WhyCCTV.com

Rancho Murieta Community Services
P.0. Box 1050
Rancho Muneta , CA 85683

Please note that the State of California requires a State
Contractors License to install surveillance equipment.
Licensed contractors always carry liability msurance.

Oty | um Description

Rate Total

Estimate for upgrading all 5ystam to Windows 11
- Clementia Entry ks aiready Windows 11
- CSD OMesWWTP |5 aiready Windows 11
- S0Uf Gate Ovendew Camera System |s already Windows 11
- Braaldown for South Gabe LPR. System - Cumantty Windoss 7
LR [License Plate Recognition) System, Decodng plates Info alphanumerc database
Hard Dive, In2mal, 4TE - for Footage Stormge
Labor - Install and Configure all Equipment
Subitak
- Brealdown for South Gabe Monforing System - Curmendy Windows 10
Geovision GV-Center V2 and GV-Edge Recording Manager Sysiem
Hard Detve, Inemal, 4T - for Footage Storage
Labor - Install and Configure all Equipment
Subdotak
- Brealdown for Norlh Gate LPR System - Currentry Windows 10
LPR [License Plate Recognition) System, Decodng plates Info alphanumenc database
Hard Detve, Indemal, 4TE - for Footage Storage
Labor - Install and Configure all Equipment
Subdotak
- Er=aldown Tor Nor Gate Ovenview Camera MR System - Cumently Windows 10
NVR (Matwork Video Recorer) - Geovision - Lp in 32 Camers
Hard Dwive, Inemal, 4T - for Footage Storage
Labor - Install and Configure all Equipment
Subiotak
- Erealdown Tor WTP Camera NUR System - Cummently Windows 10
NVR {Matwork Video Recorder) - Geovision - Up in 32 Camers
Hard Drive, Indemal, 4T - for Footage Storage
Labor - Install and Configure all Equipment
Subiotak
- Braaldown for Vilage Infarsection Camera MR System - Cumently Windows 10
NVR (Hetwork Video Recorder] - Gec\ision -Up i 18 Cameras
Hard Drive, Infemal, 178
Labor - Install and Configure all Equipment
Subiotat

- i - - ) i fol i - -
EEE TEE oBE BEE EEBB

- )
EBd

1|ea |Discount IF proceeding with ALL of the above

1,700.00 1,700.00T
145.00 435.00T
950.00 850.00

3.085.00

1.600.00 1,800.00T
145.00 2a0.00T
400.00 400.00

2,200.00

1.700.00 1,700.00T
145.00 435.00T
950.00 2850.00

3,085.00

1.600.00 1.600.00T
145.00 580.00T
450.00 450.00

2,830.00

1.600.00 1.600.00T
145.00 580.00T
500.00 500.00

2,830.00

1.400.00 1.400.00T
145.00 200.00T
400.00 400.00

2,090.00

-300.00 -300.00

Ploase Foad: This outimoin sswemes that no additions] requirements other tham what is required by the Califommia State License: Board are required. 1 additional
mamsbarships, cartifications or esnlting inserance is needod, it i 0 be paid for by the requestng party. Paymant Tarms: Mot 30 days. Asry Iabe payment and'or hald
payment dng o mdisclosed requirements is subject to an imterest charge of 7% par mosth. Sywies fimctionalty moy eqpive or ba disabled doe to nos-payment

Al Natworking configerations to be dong in-homss and werified by costomors IT departmeant or Comattmt
Watchdogs Surnveillance is not an IT consnitant and i mot liahls for amy Networcng configemtion.

Subtotal $135,560.00

Anry reguired pamsits regpossibility of oo
Extimato vakid for 30 days. All prices ame subject tn change without notica.

Sales Tax (7.75%)  $848.28

Accepted By: Accepted Dabe:

Total §16,508.28




Suggested Surveillance Camera Placement

Actual camera views are wider and further than shown. | i House’ Power — by others [. Internet — by others

Watchdogs Surveillance 916.296.6523 Lic.#890079



